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Rozcvicka

" Kto sa zucastnil Techdays 20237

="Kto ma licencie M365?

" Kto manazuje PC / Mac z Cloudu??

Am



1. Preco moderné EUS
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Moderny pristup k End User Services

UZitkova

Hodnota  Zakaznici o¢akavaju, ze budeme drzat krok s vyzvami

za sucasnej cenovej efektivity

Trvalé
ZlepSovanie

I =

e Absolutna vacsina nakladov je spojena s fudskou
pracou (90%)

* Naklady vieme zniZovat zvySovanim efektivity
e ZvySovanim produktivity
e Zavadzanim INOVACIi

2024-2025
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EUS

Logistika
2.0
= Synergickym nasadenim inovacii EUS

dokazeme dosiahnut maximalny uzitok

" Predpokladana uspora na nakladoch za :
Pouzivatel's Sprava

sluzby az 30 % ka PC/Mac

saml?.obslu z Cloudu
a

= A priddvame Bezpecnost

(Security)
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2. PosAm story



Ako sme to robili predtym a ako to bezi teraz

= Vychodiskovy stav

= Stratégia a vizia

= "Prvoplanova cesta"

d

Office 365

= Sirdie suvislosti

= Vyvolané zmeny

= Nova vyzva
= Vysledok

Cloud

\ On-premises / App Security

®0O®O0
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Vysledok ako prevadzkujeme PC / Mac

" Prideluje HR oddelenie
= |[nStaluje pouzivatel

= Supportuje Kontaktné centrum

" Cloud konfiguruju a testuju Technici
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3. Security



Hlavné hrozby podla ENISA Threat Landscape 2022-2023

Social
Malware Engineering
threats

Threats
against data

ENISA
Supply-chain THREAT
".
Threats against Threats against
availability: availability:
Denial of Service Internet threats
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Information
Manipulation

Ransomware

NUKIB v roce 2023 evidoval celkem 262
kybernetickych bezpeénostnich incidentd,
coz je dosud nejvyssi zaregistrovand hodnota.
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Grof I: Viyvoj podtu incidentl evidovanych NUKIB v letech 2018-2023



Pohledem dotazovanych spolec¢nosti dominuje statistikam kyberne-
tickych utoku dlouhodobé phishing, nicméné z letosnich dat vyplyva,
Ze se vyuzivdni této techniky oproti minulym rokdm stupniuje.
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Grof § : Kategorie nejéastéjsich typl kybernetickych dtokd v letech 202]1-2023 (% respondentd)

Po.sAm https://nukib.gov.cz/download/publikace/zpravy_o_stavu/Zprava_o_stavu_kyberneticke_bezpecnosti_CR_za_rok_2023.pdf



Dovody

 NIS2 — Novela KB 69/2018 Z. z. e Konsolidacia a efektivnejsia sprava
+ 1SO/IEC 27001:2022 * Sifrovanie diskov

e Ochrana koncovych stanic a XDR

e Vulnerability management

e DLP

e Web filtering

e Integracia na SIEM - Sentinel
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Microsoft Zero Trust (Microsoft Cybersecurity Reference Architectures)

[l
I
1

Security Analytics

‘ Microsoft Defender XDR

@ Microsoft Sentinel

*  ESpcurity Information and Event
Management [SIEM])

*  Spcurity Orchestration, Automation, and

Defender for Endpoint Defender for Office 365 Defender for Identity Defender for Cloud Apps Defender for Cloud Respanse (SOAR)
""k.h ¥ T ¥ ¥ ¥ ¥ ] T ¥ ¥ ¥ |
Security telemetry from across the environment
i/_ ‘\\ ’J' -\\ - ‘1 I/-‘
[ Endpoint Securi . . Policy Enforcement / Admin (PE/PA) | Protected Resources
' s v Identity, Credentials, and Access - y f ke | - ~
‘ Microsoft Entra - Management (ICAM) Policy i CLOUD APPS & WORKLOADS
- Conditional Access Determine Access 3 | Defender for )
“ Global Secure “ IdEntl!! Access & W L/ Cloud Apps 4 3P SaaS
Access client User = User Credential Mgmt. -~ - Defender for Office
! e - Authenication ( 2 Entra ID 365 g Microsoft 365
¢ Autherizaten - Conditional
Entra P is5i
4 EntraD | Grant Access Access Etrapermissions | D aWs Aaaure
Devices —_ i ' Defender for Cloud
a. Microsoft Cloud
o Intqne (;é:) Entra ID Governance |@| or) Entra Internet Access L e u Azure laas
Device Management Grant Access > - _
Sowiore: Dafinod Perimeten - ~,
R Policy Enforcement Point (PEP) y Database  File share Storage
" * A " — Information
Data pyryiew  Azure Arc Pratection Scanner
Defender for Endpoint Fa ¥ - o Y ~ Feedback mechanisms enable o
Endpoint Detection and Secure A.;;!mm ! Virtual Desktops continuous improvement Apps . Defender Application Guard j
Response (EDR) Workstations i
‘ Entra i Azure Virtual t- Egrt?ﬂ;;imre Access Infrastructure & Access .?J Azure Arc
Devices wy/ | Desktop 5 Defender Azure
SDP o ! . o) Intune for Identity
- S Li‘_| Intune i i Windows 365 VPN Backend Connector Automanage
R — & A v ~z
Data Loss i i . ‘
Data : Cy Purview Document o Purwew_r Office L;:JL Intune Defender for “ Purview T [ Defender
. Prevention =¥ DLP Protection % Information 365 Moabile App Cloud Apps " Information SQL DB/Files for Cloud
Security (DLP) Protection Marnt Protection
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Security Operations

Broad Enterprise View
Correlated/Unified
Incident View

o
4

Microsoft
Sentinel

&’l Machine Leaming (ML) & Al

o Behavioral Analytics (UEBA)

Security Orchestration, Automation,

and Remediation (SOAR)

Security Incident & Event

Security Data Lake Management (SIEM)

Align to Mission + Continuously Improve

Measure and reduce attacker dwell time

{attacker access fo business assets) via

Mean Time to Remediate (MTTR) :. Expert Assistance

Enabling analysts with scarce skills

Analysts
\ and Hunters Microsoft Security Experts
Maraged XDR ) t:ﬁi;:;;efﬁznm :L:ri:,:..if."?:im.;
s sssm s s EmE (] ® . Marnaged threat hunting g 12 et EBART) pE Aty

1
1 B3 Classic SIEM

@ Managed Security Operations
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- Microsoft Intelligent
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I archights
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Radar  Splunk

Microsoft Threat Intelligence
65+ Trillion signals per day of security
context & Human Expertise

APl integration B Microsoft

K

SOAR reduces analyst
effort/time per incident,
increasing SecOps capacity

0o Microsoft Security Copilot (Preview)
Simplifies experience for complex tasks/skills

Deep Insights Security & Network Extended Detection and Response (XDR)
é Actionable detections . ft Defend
from an XDR tool with  FProvide actionable zecurity Defender for Cloud Microsoft Defender XDR
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Intune — Endpoint Security a Microsoft Defender

PosAm

Threat analytics

& Copilot

@ Threat intel reports are being updated in stages to align with the Microsoft 265 Defender rebrand into Microsoft Defender XDR.

5% Email notification settings ¥ Help resources

=

Ransomware Extortion Phishing Hands on keyboard

102 0 62 1]

Activity group Vulrerability Attack campaign
190 122 0 0

Teol or technigue

Latest threats

viulnerahility Profile: CWE-2024-24919 - Check Point Security Gateways 0/ 0

Activity Prolile: Twill Typhoon spearphishing campaign abuses MSC files 0 /0

Actor Profile: Pistachio Tempest 0/0

Sulnerability Profile: CWE-2024-26169 os0

B Active Alerts [ Resolved Alerts 1 more

High-impact threats ©

Activity Profile: Cuth apps used in BEC and phishing 46 /274
1 e —
Technigue Profile: On-premises credential thet real Cvervie) 26 /300
4 |

pchnique Profile: Malicious use of PowerShel 26 /97

Tool Profile: Impacket

B Active Alerts [ Resolved Alerts 1 more

Highest exposure threats

Activity Prafile: Twill Typhoon spearphishing campaign abuses MSC files 27
3 |
Actor Profile: Pistachio Tempest 27

. J |
Actor Profile: Moonstone Sleet 27

Technique Profile: Malicious wse of PowsrShell 27

B High 70-100 [l Medium 30-68 1 moe

F search
Threat Alerts Impacted assets
Vulnerability Profile: CVE-2024... 0 active /D
Activity Profile: Twill Typhoon s... 0 active /1 D
Actor Profile: Pistachio Tempest 0 active / 0
Vulnerability Profile: CVE-2024... D0 active /D

Threat exposure level (0

0 - Low

2T - Low

27 - Low

0- Low

Misconfigured devices ()

Mol available

20

20

16

431 items

Vulnerable devices 01 -

Mot available

Mot available

a

03 Customize columns S Filter

Report type

Vulnerabilities

Attack campaigns

Activity groups

Vulnerahilities

Published

Jul 22, 2024 7:26 Pl

lul 12, 2024 800 PN

Feb 26, 2027 10:46 4

lun 21, 2024 811 Pt



4. Technolédgie



Podrobné statistiky/reporty (MS Intune)

Proaktivne zistovanie a riesenie
problémov tykajucich sa vykonu a
spolahlivosti KZ

= \lykon a spolahlivost aplikacii, zariadeni
a vykonu OS

= Sledovanie suladu, konfiguracie
" Endpoint security - MS Defender

= Detekcia anomalii
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= MNew dashboard ~ ":_:' Refresh / Full screen

Device enrollment Device compliance

OKe 230

Mo Intune enrollment devices not in

failures last 7 days compliance
Intune enrolled devices

LAST UPDATED 10/12/24, 11:45 AM

Platform Devices

Windows _ 75
Android - 22

macOs [ R

Linux | 0

i0S/iPad0s |o

Windows Mobile | 0

Total 116

f Edit = Export |E Clane f Delete

Device configuration

40

policies with error or
conflict

Device compliance status

Status
Compliant

In grace pericd
Mot evaluated
Mot compliant

Total

Client apps

16 &

apps have installation
failures

Devices
92

14

0

230

116



Sprava aktualizacii OS Windows (MS Intune)

= Windows Update for Business ako sucast MS Intune

" Podporované systemy Windows 10 a vyssSie

Update settings

Microsoft product updates * (0

Windows drivers * (@

Quality update deferral period (days) *

Wi

Feature update deferral period (days) * | o

®

Upgrade Windows 10 devices to
Latest Windows 11 release
0]

Set feature update uninstall period (2 -
60 days) * @

Enable pre-release builds * ©

Select pre-release channel

PosAm

P Y
[  Allow Block )
b J
N N
[ allow Block )]
'\ v

E V]
]

Iﬁ:: Yes No :ﬁl

| 60 v

(" Enable (YR Configured )
\. 2

User experience settings

Automatic update behavior O | Auto install at maintenance time v |
Active hours start * (D | 3 AM ~ |
Active hours end * (@ | 11 &M ~ |

Option to pause Windows updates @ [ Disable :ﬁl

Option to check for Windows updates @ [ Disable ::il
Change natification update level (0 | Use the default Windows Update notifications hd |

Use deadline settings (O [ Mot configured :]

Deadline for feature updates (O | 2 \/|
Deadline for quality updates (O | o v |
Grace period (O | 1 \/|
Auto reboot before deadline (O [:i Yes MNo :ﬁl



Sprava aktualizacii ostatnych OS, ovladacov a firmware (Vlastny vyvoj)

= OQvladace a firmware
= Prostrednictvom WUfB
= Manudlne / Automatické potvrdzovanie

= Ostatné OS
= jOS/iPadOS
= MacOS
= Android FOTA (Zebra, Samsung) — connector na OEM
= Nastavenia aktualizacie inych prostrednictvom konfiguracného profilu

= Nastavenie BIOS/FW — DELL, HP

= DCECMI — agent, .cctk nastavenie, heslo v Entra ID
= HP Connect SaaS to SaaS sluzba — samostatny portal

PosAm



4. Ako by sa to mohlo urobit u Vas



Cim zacat

= Analyza infrastruktury

= Nastavenia, ktorymi je rieSena sprava koncovych zariadeni (AD, SCCM, GPO, iné nastroje ..)
= On-premise komponenty a aplikacie
= Nastavenie bezpecnosti, sietovych segmentov

* Priprava Azure / Entra prostredia:
= Rozhodnutie aky level tenanta bude nasadeny (Licencna zalezitost)
= \lytvorenie a konfiguracia Azure tenanta, resp. Uprava aktualneho stavu
= Update on-premise komponentov na podporované verzie (odporuca sa aspon N-1)

= Zvolenie vyhovujuceho sposobu:

= Hybridny rezim — synchronizacia on-premise AD do Entra ID (v zavislosti od aktualneho stavu)
= Pure Intune rezim — zbavenie sa on-premise komponentov

PosAm



Roadmapa Dotaznik [ mp 2

Analyza
poiiadavie.ka 3 | Navrh riesenia
prostredia
* Analyza poziadaviek,
prqstredl', standardov a 5 a
legislativnych ramcov
* Bezpecnost Realizicia Konzultaény
 ReZim prace (HomeOffice?) Pilot | 6 zmien Projekt
e Sprava dat (Cloud Int./Ext?)
e Samoobsluha / Kiosky ’ 0 Previdzka
Odovzdanie

PosAm



5. Q&A



Da kujem Ladislav Bogdany, Lubomir Fackovec

[
Zd pOZOt‘I‘I OSt PosAm spol. s r.o.
+421 903 440 394, ladislav.bogdany@posam.sk
+421 910 138 922, lubomir.fackovec@posam.sk

PosAm, spol. s r. 0., Pribinova 40, 811 09 Bratislava, Slovenska republika
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