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Print Infrastructure Security Often Neglected
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TOP Print Infrastructure Security Concerns

- Confidential documents being printed / stolen

- Employee-owned printers
- Post-COVID remote work

- Maintaining HW/SW security of MFPs

- Majority of orgs have multi-vendor print fleets

- Shadow purchasing widens security gaps

- Lack of automated patch management

- Zero trust approach and micro-segmentation rarely used

- Ensuring security of print management SW
-+ Some orgs move print management to the cloud

- Zero-day attacks using the print infrastructure

- Monitoring print activity QUOCIRCA



|ldentity & Pull Printing




Demo: Card ID Cloning
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Card ID Sniffing




Card ID Sniffing




Demo: Card ID Sniffing




Demo: Card ID Sniffing
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u Wi-Fi Control Center - Keylogger Marconi (192.168.12.2)
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Possible Solutions

i“1 Configuration Profile: Default X
General Terminal Prnnters

Terminal type: Embedded e
nstall terminal package
Login methods: ® Simple
PIN

+ |D Card
Llsar nama and password/PIN

ID Card and PIN
ID Card and password/PIN

Copier operation panel 90 seconds
idle time:

Automatic |+
configuration: Automatically configure the device and install the terminal
duning printer actrvation. If unchecked, you must do the steps

manually.

Set MyQ as device
SMTP server: When enabled, email communication from the device is routed
via the My () server. This might be required for some
functionality such as Scan to Me from the native device panel.

» Guest Account

+ Save Cancel

Scan QR code




User Synchronization From Active Directory / Entra ID

#% User Synchronization: Microsoft Entra ID

General Users Groups

Users to import: @ All users

Users from selected groups

v Properties

Full name: * | displayName
Personal number:
Email:
Notes:
Language:  preferredLanguage
Department: | department

Alias:

Card: | extensionAttribute |

PIN: ' extensionAttribute2

Custom (1):




Misusing Read-Only Address Book Access

2] powershell in C\ * T v - O X
Get-Recipient | Format-Table Name,CustomAttributel,CustomAttribute2 ‘
AdeleV B44AQC525E0A84 1234

AlexW O4EDBECASJIOAB0 4321

DiegoS 049D26DADCEERY 1111

MIFARE Ultralight 21 :
ch: 150 14443-3 (HFC-A) |
ID: 84 47 AC 32 SE 6A 54




Building Access Control Systems

a8

EMHLOD simy n

O

" \
Key: CO \ / -
\\_/ &

L IPFPER




Possible Solution




Print Job and Log Storage

JobNo.| EndDate |Type| Job Name | UserName |  Result |
003606’07/29 11:22‘ ' ’SampleB.docx 130729 112059 ’Yoshida. Toshin...‘Completed oK

003605 07/29 11:22 | 3 | Sample2.docx 130729 112051 Yoshida, Toshin...|Completed 3
003604 07/29 11:22 | 3 | Sample1.docx 130729 112044 Yoshida, Toshin... Completed £
003603 07/29 11:21 | ® | outbind://8-000 130729 111... Kuramae, Yosh...  Completed

003602 07/29 11:02 | ® | MarketingWP_ Dra 130726 20...Kuramae, Yosh...

Sending Jobs fl Storing Jobs |fl  Device/ Paper/
4l Communicate Supplies Lo




Print Job and Log Storage




Optional Security Settings

& User: Application Administrator , MyQ Terminal.admin

A i ®

Status/ Device
Job Cancel Information

fﬂ l = 13:56

e a

Systern Menu  Numeric Keypad
Application Ad...

;~ Security

°-‘

DataEncrypt./Overwrite

Trusted Platform Module
Specification Version
Manufacturer Name
Manufacturer Version

Secure Boot

Runtime Integrity Check

Allowlisting

Disabled
Disabled
2.0

IFX
e
Enabled
Enabled
Disabled

.

Energy Saver




Network Security




Communication Diagram

License Server

A=

User Clients

BYOD & MyQ
Mobile App

Active Directory

389 TCP |
636 TCP

{ /Ce’ke

LPR 515 TCP | Raw 9100 TCP | IPPS 8631 TCP

»

AirPrint/ Mopria, MyQ Mobile App 8632 TCP | 8090 TCP

25 TCP | 465 TCP |
587 TCP

-
|
| Email Server
|
|
|
|
|
|

Print job Release

RAW TCP 9100 | LPR TCP 515 | IPP TCP 631 |
IPPS 443 TCP | MPP/MPPS TCP 10040

_ System status & Toner/ Ink 161 UDP ‘ l =

Scanning via MFP

25 TCP | (21 TCP)




Wiretapping

@ Plunder Bug

CAPTURE

1550520680.pcap

6779 packets




Printing Protocols

FTP Sarver (Reception) :
IPP
Port Number : (1-32767)

IPP ower SSL

To uze these astiings, enabls S50, Metwork Security

Port Number : 443 (1-32767)
IPP owver S5L Certificate ; Diavice Cartificate 1

Settings

IPP Authentication : ' Off ' :'

-

WsD Print :




Scanning Protocols

SMTP (E-mail TX) : Folder

Folder :
For more settings, click here. E-mail Setfings

Protocol ; SMEB
SMTP Security : Off

Host Name ; hacker
To uze these estfings, enable 55L. Metwork Security
Validity Period Server ldentity

Chain Revocation

Port Humber : 21

Cartificate Auto Verification ;
Path ;

Rewvocation Check Type : OCsP
Login User Name :

Hash : SHAT SHA2(256/384)

Login Password : SRR ENENERRRRREN

SSMIME ; ] Connection Test ; Tast

Connection Test (Encrypted TX) : Test
FTP Clisnt (Transmission)

Port Mumber ; (1-65535)

FTP Encryption TX :

Address Book
To uze these estfings, enable 55L. Metwork Security

Validity Period Server ldentity

Certificate Auto Verification : . .
Chain Revocation




Address Book Access

¢ External Address Book 1 Settings

External Address Book Mame ; Contoso

LDAP Servar

LDAP Server Mame : dcOl.contoso.com

LDAP Porf Mumber : 389 (1- 65535)

Search Timeout : 60 saconds

Login User Nams : rmfp

Login Password : FEEERRRRRRIRRDEE

Maox Ssarch Results

Search Baoss : =contoso,DC=com

LDAP Security : Off

Maoks sstfings hare. Prot:

Authentication Type : Simple

Connection Test ;




Active Directory Authentication (LDAP)

A "MWyQ0
File Edit Go Capture Analyze Statistics Telephony Wireless Tools Help

g X RexsxEZ R LISEFEQAQAQN

jwap

Source Destination Protocol Info
19:54:19.557675 10.220.0. 10.220.0. LDAP 68 bindRequest(1l) "<ROOT>" simple
19:54:19.557437 10.220.0. 10.220.0. LDAP 76 bindResponse(1l) success
19:54:19.564350 10.220.0. 10.220.0. LDAP 61 unbindRequest(2)
19:56:50.819182 10.220.0. 10.220.0. LDAP bindRequest (1) “svc_myq_print2@contoso.com”™ simple
9 19:56:50.820993 10.220.0. 10.220.0. LDAP 76 bindResponse(l) success
19:56:53.434836 10.220.0. 10.220.0. LDAP 61 unbindRequest(2)

Frame 168: 102 bytes on wire (816 bits), 102 bytes captured (816 bits) on interface \Device\NPF_{@SD9E828-50E1-415E-¢
Ethernet II, Src: Fa_00:00:04 (00:17:fb:00:00:04), Dst: Fa_00:00:03 (00:17:fb:00:00:03)
Internet Protocol Version 4, Src: 10.220.0.4, Dst: 10.220.0.3
Transmission Control Protocol, Src Port: 53733, Dst Port: 389, Seq: 1, Ack: 1, Len: 48
Lightweight Directory Access Protocol
Vv LDAPMessage bindRequest(l) "svc_myq print2@contoso.com” simple
messagelD: 1
Vv protocolOp: bindRequest (0)
Vv bindRequest
version: 3
name: svc_myq_print2@contoso.com
Vv authentication: simple (0)
simple: Pa$$word




Management Protocols

Other Protocols /F Management Settings : SNMP

SNMPwI A2 ;
SHNMPv1/v2c

For more eetlings, click here. SNMP Setfings SNMPwvl/v2c ;

p
SNMPw3: I& off |
Moks sstfings hera. Protocol

For more eetlings, click here. SNMP Setfings Read Com F'I'Il..lﬂihf . pu blic

.
( Oon_ ) Write Community : public

q€-)
On /

To usze thess sstfings, enable 35L. Metwork Security

HTTPS Cartificate : Davice Certificaote 1
Settings

HTTP (Clientsids) :

Validity Pericd Server |dentity

Cortificate Auto Verification : . .
Chain Revocation

Revocation Check Type : OCSP

Hash : SHAT SHAZ(256/384)




Simple Network Management Protocol (SNMP)

ﬁi\*zinhwhceg
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AD4AdG0 mBEEE R es=22¢ I E =E @ Q QW

N somp

Mo, Time Source Destination Protocol community Info
688 13:21:41.68449684 18.14.253.56 16.14.4.11 SNMP public set-request
' : public t
public
public
public
public
public
public
public
public
public
DD2.local public
2.5 E public
2.1local = public
2.1local = public -next-reques
public ponse 1.3
: SNMP public -next-reques
KM268DD2. local 18.15.2. SNMP public ponse 1.3
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Simple Network Management Protocol (SNMP)

B @ MyQ- Settings: SNMP

localhos

— I'I'Iy 9 settings: SNMP A0
& ings r v L ions
3¢ Setting Network > ¥ SNMP (*) add % Act
] mer = Jefault dame MMP version arameters
Server Typ Def N MP P
B License SNMP read community; *=*****
v SMNMP v1 vl SNMP write community; ==*+=**
%4 General SNMP port: 161
™) personalizati SNMP read community; *****+**
o onalization SNMP v2c v2c SNMP write community; ===
() Task Scheduler M
Security name: MyQ
2 Eh.rﬂ fi t 1 1 1TOC
2N k Au WEWt!cat_cr protocol: MD5
Authentication password: ===
Privacy protocol: AES128
“? SNMP Privacy password: st
Context

_f\_ Authentication Servers

(= Printers & Terminals

i1 Configuration Profiles
| A




Problem: Legacy Devices




Problem: Legacy Devices

Q Print Server Easy

Server Administrator Account

Database Administrator Password

Data Encryption

Web Server

F 0 H OD® X & B

Allow unsecure communication:

Advanced




Social Engineering

+

AEps//min.contoso.com:5090/en-us

Language:

English (United States) v

st PIN « @ Theme v




Active Directory Authentication (LDAP)

— my 2 Settings: Authentication S... @ @
3¢ Settings Network > £ Authentication Servers (®) Add...~ ¥ Actions v
Ejl Server Type Type Demain/Mame Server Secunty
E License . i

Active Directory contoso.com Autodiscover None
2 . . -
o General Active Directory adatum.com Autodiscover TLS

() Personalization

() Task Scheduler

oo Metwork
Connections

SNMP

P @ T

Authentication Servers

(=) Printers & Terminals

51 configuration Profiles
| ¥ |




Demo: Server-Side Authentication Traffic Sniffing

my

Language:

English (United States) v




Delegated Authentication and Single Sign-On (SSO)
111 '

Language:

English (United States)

“a Continue with Microsoft

& Continue with Windows Authentication




Authentication Method Strength

Bad . Password (Only) Password +

123456

Authenticator Windows
qwerty (Push notifications) Hello

assword 3
P = (=) S

Software Tokens OTP Authenticator
(Phone Sign-in)

Password1 a J@

Hardware Tokens OTP FIDO2 security key
(Preview)

lloveyou




Passkeys (FIDO2)

( )

2:Sign In

0
el

Use Face ID to sign in?

A passkey for “daniel_rico” will be saved in
iCloud Keychain and available on all your
devices.

Other Options




Demo: Cross-Device Passkey Authentication

: : X
wr Windows Security

Sign in with your passkey
To sign in to “login.microsoft.com”, choose a device with a saved

passkey.

®E iPhone, iPad, or Android device
® X

More choices

I 52  iPhone, iPad, or Android device

E Security key

] This Windows device

Mext Cancel



Server-Side Job Archive

~ Job archiving

Enabled: o

Archive folder: | %app?

DPI

2018-05-29-0001

“ Home Share

'(-l * T w« Jobsh.,

¢ Favorites Mame Date modified

Bl Desktop "L job-0001 03 PM
4 Downloads =] job-0001 5 PM
‘| Recent places =L job-0002 5 P
|£] job-0002 5/ 21 04 PM
4 M This PC w

3 iterns 1 itermn selected




Critical Security Vulnerabilities

dl'S TECHNICA

Nasty bug with very simple exploit hits PHP
just in time for the weekend

With PoC code available and active Internet scans, speed is of the essence.

DAN GOODIN - 6/8/2024, 5:57 AM

A critical vulnerability in the PHP programming language can be trivially exploited to execute malicious code
on Windows devices, security researchers warned as they urged those affected to take action before the
weekend starts.




Security = Shared ResponsilSiI‘

Physical Secunty

Identity & Access

Penmeter

Metwork




On-Premise vs. Cloud

myo rogcm
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