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Print Infrastructure Security Often Neglected 



TOP Print Infrastructure Security Concerns

 Confidential documents being printed / stolen

 Employee-owned printers
 Post-COVID remote work

 Maintaining HW/SW security of MFPs
 Majority of orgs have multi-vendor print fleets

 Shadow purchasing widens security gaps

 Lack of automated patch management

 Zero trust approach and micro-segmentation rarely used

 Ensuring security of print management SW
 Some orgs move print management to the cloud

 Zero-day attacks using the print infrastructure

 Monitoring print activity



Identity & Pull Printing



Demo: Card ID Cloning



Card ID Sniffing



Card ID Sniffing



Demo: Card ID Sniffing



Demo: Card ID Sniffing



Possible Solutions



User Synchronization From Active Directory / Entra ID



Misusing Read-Only Address Book Access



Building Access Control Systems



Possible Solution



Print Job and Log Storage



Print Job and Log Storage



Optional Security Settings



Network Security



Communication Diagram



Wiretapping



Printing Protocols



Scanning Protocols



Address Book Access



Active Directory Authentication (LDAP) 



Management Protocols



Simple Network Management Protocol (SNMP)



Simple Network Management Protocol (SNMP)



Problem: Legacy Devices



Problem: Legacy Devices



Social Engineering



Active Directory Authentication (LDAP) 



Demo: Server-Side Authentication Traffic Sniffing 



Delegated Authentication and Single Sign-On (SSO)



Authentication Method Strength



Passkeys (FIDO2)



Demo: Cross-Device Passkey Authentication



Server-Side Job Archive



Critical Security Vulnerabilities



Security = Shared Responsibility



On-Premise vs. Cloud
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